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Zrédta informacji o spamie

Total countries: 22

* ~100 putapek spam w 22 krajach e Traps

>30 miliondw wiadomosci dziennie == United States
B Russian Federation
B BFrance
® J3pan

* Dane Real-time, IP reputation W Germany

B Taiwan, Province of China
Bl China
E3 Hong Kong
) B Bitaly
* Dane pochodzgace z urzgdzen &lll \ew Zealand
ol Australia
== Thailand
£1= United Kingdom
. , = Spain
e Dane od klientow === Croatia (local name: Hrvatska)
o N = Singapore
(spam, spear phishing, false positives) <= Finland
= Poland
B Bireland
M Philippines
B Malaysia

NN = N = s 8 s
g% e - N

(F8]

- AN S NN W O s m] s A s

SOPHOS




Sophos Labs

Malware Spam Web

Today's Spam Threats Drodzp 66.7% -
We monitor spam from all sources, every day. View ZipMal 11.1% N
our spam dashboard for real-time data. JSDldr 11.1% v
20151641 5.6% a
More Spam Threat Stats & JavaBs C oo N
Mal/DrodZp-A
Category: Viruses and Spyware Protection available since: 18 Jul 2012 20:57:09 (GMT)
Type: Malicious behavior Last Updated: 04 Oct2012 23:12:17 (GMT)

Prevalence: - [ [ |

‘ Download our free Virus Removal Tool - Find and remove threats your antivirus missed

Summary More information

Mal/DrodZp-A is an archive with malicious content. It often has a filename that uses
social engineering to encourage receipients to open it, for example by pretending to be an agmgload Sophos '

invoice or order receipt.
Free business-grade

Mal/DrodZp-A is typically seen as an attachment in spam email messages. .
? ypiealy . ¢ security for the home.

Examples of Mal/DrodZp-A include:

https://www.sophos.com/en-us/threat-center/threat-monitoring/threatdashboard.aspx




Prywatnosc¢ a poczta email...

EB News Sport Weather Capital Culture /Shop

NEWS us & CANADA  s=reomon. |

tavh TV: cnn | gy, I INTERNATIONAL |
INI

Ehe Gewg Home IEER ] Latin America UK Africa Asia Europ( NN en Eapanol |y

. 1oym 22 August 2013 Last updated at 01:17 ET

TechnO

Messages

By Doug Grogs CNN

Updated 1 ‘24 AM ED ed August 'ed under.
. Wed a, 21,2013 Fi

The NSA's activities have sparked protests after le

to 56,000 personal emails by Americans annually,
documents show.
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Prywatnosc¢ a poczta email...
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GAZETA PRAWNA SO Prawo

. a
M‘ec‘o:; scans the © L PODATKI  PRACA  PRAWO  BIZNES  FINANSE  WIADOMOSCI  KULTURA  SERWISY TEMATYCZNE PRAWNIK.PL

Wiadomosci Aplikacje Orzeczenia Poradnik konsumenta Przewodnik po prawie = Samorzad Akademiaprawa Deregulacja Wiecej ¥

Tu jestes: gazetaprawna.pl » Prawo » Co moga stuzby specjalne: Wchodzi w zycie "ustawa inwigilacyjna”

Co mogg stuzby specjalne: Wchodzi w zycie  rawo | NaNowsz
"ustawa inWigilaC}fj na" 07:20 Zamdwienia publiczne: Coraz trudniej zanizy¢

cene w przetargu »

07.02.2016, 08:21; Aktualizacja: 11.02.2016, 12:34 07:20 Sad Najwyzszy wskazat bezpieczng droge dla
menedzeréw »

07:17 Fronczek: Ustawa dla komornikéw nie
rozwigze probleméw, a moze stworzy¢ nowe »

07:17 Skarga na przewlekto$¢ po nowemu: Panstwo
jest zbyt hojne »

07:17 Prawo rodzinne: Bez dziecka, za to z 500
plus »

07:00 Znajomos$¢ hasta nie uprawnia do jego
wykorzystania »
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Portfolio rozwigzan do ochrony poczty
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Sophos Email Appliances

SATENEITIE Ochrona DLP
danych
SOPHOS
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Anty-Spam Anty-Malware
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SEA - przyktad instalacji
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3 - Sophos Email Appliance
4 — Serwer pocztowy
5 — klienci poczty



SEA sprzet

ES100 ES1100 ES5000
Message Capacity | Up to 95,000/hour | Up to 200,000/ Up to 550,000/
hour hour
Hardware
Processor ULV Dual core Dual core Quad core
Hard drive 250 GB SATA 250 GB SATA 2 hot-swap 160
GB SAS (RAID 1)
Power supply 200W 100- 260W 100- 2 hot-swap 920W
240V AC 240V AC 100-240V AC
Mounting 1U rack- 1U rack- 1U rack-
mountable mountable mountable
Dimensions 17.2x1.7x9.8 16.8x1.7x14.0 17.0x1.7x25.6
in (427 x 43 in (427 x 43 in (432 x 43
X 248 mm) x 356 mm) x 650 mm)
Weight 10 lbs/4.5 kg 26 lbs/11.8 kg 45 lbs/20.5 kg

Regulatory/safety
certifications

UL 60950, CE, FCC PART 15, VCCI, C-TICK,
TUV-GS, SABS, RoHS, WEEE

Support

Up to 3-year advance-replacement hardware
warranty (subject to valid software licensing)

SOPHOS




Virtual Email Appliance

Pre-defined Small-
profiles Small Medium Medium Large
Capacity 300 1,000 5,000 10,000

(approximate
number of users)

Capacity 60,000 200,000 400,000 600,000
(messages

per hour)

Recommended 1 2 2 4

CPU

Recommended 1GB 2 GB 3GB 4GB
RAM

Recommended 20 GB 30 GB 40 GB 50 GB

disk storage

SOPHOS




Jak lepiej radzimy sobie ze spamem

Co zawiera ten email?
o Reputacja adresu URL/Domenowego

Weryfikacja checksum (body, fuzzy, paragraphs,
images, attachments)

Skad pochodzi ten email? °

o Weryfikacja reputacji adresu IP | klasyfikacja

o Numery tel., IM, znaki specjalne

o ldentyfikacja domen DNS, uchodzgcych za o ‘
rozsytajace spam — blokowanie wszystkich domen o Deterministyczne oznaki spamu (fatszerstwa,

istyfikacj
o “Genotypy” Spamu mistyfikacje)

o Reguty heurystyczme (frazy, struktura wiadomosci)

“Genotypy” Spamu

Inbound email traffic Mail transfer agent

Accepted by MTA
E;:é’ ’
/

Anti-spam policy

) |

i

sophos
pIabs

SOPHOS

Deliver
Company Z
boundary . p > \ g
00 sophos sophos N
— sender genotype anti-spam Quarantine
eject if:
«Known bad sende‘ Sender Genotype Sophos anti-spam
*Dynamic IP or sender _ *Sender IP reputation filter *Keyword analysis
*Botnet behaviour *Reciepient validation *Header analysis
*|nvalid recipient *Destination URL analysis Discard
iscar

*Image fingerprint

*Sender analysis
* Attachment fingerprint
*Phishing filter

*Heuristics analysis

*Spam genotypes
*Obfuscation detection
*Message checksum analysis
*Sender authentication

(SPF optional)

Other policy

oA




Anty-spam skutecznos¢

* Wysoka pozycja w Virus Bulletin!

* Jeden z 5 produktow z zerowg
iloScig fatszywych pozytywow

D

VERIFIED

virusbtn.com

SOPHOS

Complete solutions sorted by final score

OnlyMyEmail 99.999
Libra Esva 96.98
ZEROSPAM 99.91
Bitdefender 95.90
Sophos 96.81
Netmail Secure 99.67
SpamTitan 99.66
ESET 99.65
GFl1 99.64
Kaspersky LMS 99.63
FortiMail 99.61
IBM 99.46
McAfee Email Gateway 96.39
McAfee SaaS 99.13
Scrollout 95.00
Axway 97.55
Halon Security 97.55
Net At Work NoSpamProxy 96.92




Funkcje DLP

* Dotaczone do wszystkich Email Appliance
» Zawartosc¢ sprawdzana na bramie
e Unikalna kontrola proaktywna

o Predefiniowane rodzaje danych wrazliwych
o Zarzadzane | aktualizowane przez Sophos Labs

o Aktualizacje cykliczne

» Elastyczna konfiguracja polityk
o Skanowanie szerokich wzorcéw lub okreslonych typéw
o Skanowanie zawartosci email i zatgcznikow
o Kontrola per uzytkownik, grupy lub odbiorcy

* Ten sam system klasyfikacji w Email/Endpoint
o Spdjne polityki

o Kopiowanie wzorcow miedzy systemami

SOPHOS

Add Policy Rule
Rule | Select Main
Type Users Action

0 Choose what type of data control policy rule to create.

Select rule type

@ Messages containing financial information.

f\: ) Messages containing personally-identifiable information (PIl).
(:) Messages with attachments containing confidential document markers.
f\: ) Messages matching specific Sophos Content Control Lists (CCLs).
(C)Messages matching specific words or phrases.

() Messages containing certain types of attachments.

() Enable advanced policy options
Description

Detect and take action on messages containing credit or debit card information. This |
to meet compliance requirements.

This rule uses Sophos Content Control Lists (CCLs), which you can configure further
wizard, if ‘Enable advanced policy options' is selected.




Szyfrowanie wiadomosci Email

Dlaczego firmy nie korzystajg z szyfrowania email?
o Powoduje zamieszanie lub zaktdca
prace uzytkownikéw
o Trudne do wdrozenia i zarzgdzania

o Duzy koszt i/lub brak budzetu na szyfrowanie i DLP

SOPHOS



Jak lepiej radzimy sobie z ochrong danych

e Dla uzytkownikow
o Woysytaj/odbieraj zaszyfrowane wiadomosci tak jak robites to przed tem

o Brak koniecznosci tworzenia ztozonych procedur

o Wszystko dzieje sie automatycznie

* Dla administratorow IT
o Wdrozenie i wymuszenie polityk w kilka minut
o Setki predefiniowanych wzorcéw danych wrazliwych
o Wrazliwe dane nie wyciekaja

o Bez instalacji oprogramowania klienckiego

o Bez koniecznosci przechowywania osobnej infrastruktury do przechowywania kluczy

& Accountability Act -;-J

SOPHOS



Funkcje szyfrowania Secure Pdf eXchange

* Modut dostepny w Email Protection Advanced

e Autmatyczne szyfrowanie oparte na politykach ST ETES, =

= ~ 2 ETIIES \jﬁ % v 8 Find
Pm- E swess- || I
. . QR e | XL & B2 ||y e
Reply Reply Forward Q cal - || Delete Moveto Create Other || Block (ot junk || Categorize Follow Mark
to All Folder~ Rule Actions ~ Sender ~  Up~ Unread
Respond Junk E-m: L] Options

il Chris M [virtual_rain@hotmail.com]
. . To: [} Gateway Webcast
) e
NiKalna tecnnologla
- Message | ") chris.mccormack_2010.09.09-234332.pdlf (297 KE)

o Nikt nie robi tego tak jak my Examplelnc Y

Example, Inc. has sent you an encrypted email message from Chris McCormack (chris.mccormack@sophos.com)

Wykorzystujemy zwykte PDFy s s s et 5 i PO e o s e e o s s

Open the encrypted PDF attachment to view your secure message.

o Szyfrowanie algorytmem 128-bit brak mozliwosci ztamania B

u should open the attached PDF using Adobe Acrobat Read:
t

ion 7.0 or higher. In order to view its
assword that you should have already set during the regi [

d, plea

If you have any problems viewing the encrypted message or do not know your pa tact the sender of the message.

Note t b certain I thisis the case, you wil need to inform the original sender and make altemative

* Pozytywny odbiér uzytkownikow | =

o Bez specjalnych procedur — dostraczane do Twojej skrzynki R A

o Dostep na kazdej platformie (réwniez urzagdzenia mobilne)

o Przeczytaj online, albo offline, nie ma znaczenia

* Elastyczna konfiguracja polityk

Example:

sophos SPX | SOPHOS

* Wsparcie brandingu

sopHos il
0000000000000

encryption Simply secure P
- 000000000000

[Sop}]os SPX SOPHOS] L LIl s B — u:;:;g = )

SOPHOS




Szyfrowanie SPX — jak dziata:

[sophoé SPX SOPHOS]

encryption simply secure

* Nadawca

o Wysyta wiadomo$é przez swojego ulubionego klienta poczty

Sender

* Sophos Email Appliance z szyfrowaniem SPX
o Polityka automatycznie decyduje czy wiadomos¢ powinna by¢ zaszyfrowana
o Wiadomos¢ szyfrowana do kontenera PDF

o Opcje hasta:
- Ustalane przez odbiorce jednokrotnie SPX

- Generowane automatycznie Encryption
- Zintegrowane z systemem uwierzytelniania

 QOdbiorca Csomos ol

o Odbiera wiadomos¢ jak zwykle(z zaszyfrowanym zatgcznikiem)

o Otwiera/wyswietla przez wpisanie hasta
o Odpowiada szyfrowang wiadomoscig(przycisk do portalu)
Recipient '

%

http://esa.sophos.com/sea docs/en/ESA/concepts/ConfigPolEncryptSPXMain.html

SOPHOS




Szyfrowanie SPX — jak dziata:

Encrypted Email Message

Encrypted email notification from Sophos
Encrypted email message from "Monika Sierocinski"

This email contains a message that has been sent as an encrypted PDF document in order to ensure the secure delivery of its contents.

To access this message, you should open the attached PDF using Adobe Acrobat Reader version 7.0 or higher. In order to view its contents,
you must enter the password that you should have already set during the registration process.

If you have any problems viewing the encrypted message or do not know your password, please contact the sender of the message.

Note that Adobe Acrobat may restrict access to certain attachment types. If this is the case, you will need to inform the original sender and make altemative
arrangements.

If you've forgotten your password, you can reset or recover it here.
Note: if your mail program does not support active links, reset or recover your password by copying and pasting the text below into your internet browser:
https://encryptd.sophos.com/portal/lU2FsdGVkX18WJZba1-ZxSdIEG6HG2kxYzUi0mVFozzhPCK8q006cXDRTNPzDnYL Eull eylFh31JF-yDKvsmD,

New feature: We now support password recovery. To be able to recover you password, you need to set your security questions. If you
haven't set your question yet, click here.

Note: if your mail program does not support active links, reset or recover your password by copying and pasting the text below into your
internet browser:

httos://encrvot4.sophos.com/portal/U2FsdGVkX18WJZba1-ZxSdIEGE6HG2kxYzUiOmVFozzhPCK8a006cXDRTNPzDnYLEulLevIFh31JF-
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Monitorowanie SEA

Sophos Network Operations Center

* Realtime remote heartbeat monitoring

* Customer alerts and remote remediation
* Highly-trained technical support

* 24x7x365 service

ﬁ Over 50 on-board monitors

* Hardware, software and network status
* Connections to external applications
 Self-remediation capabilities

o Status transmitted to Sophos NOC

Managed appliance brings peace of mind
* Sophos alerts customer when needed
 Network is secured

* Customer free to focus on other tasks

SOPHOS



Monitorowanie SEA

lukasz@fen.pl 16 czerwca 2016 16:40
To: lukasz@fen.pl
Sophos Email Appliance Alert: ERROR condition detected

Condition

Monitor "Sophos VM trial license" on host "sea.fenlab.local" has generated
an error condition.

Description
The appliance's VM trial license has expired. The appliance will no
longer process mail until an updated license is installed.

Remedy

To avoid any service disruptions, please contact Sophos to discuss
license renewal options.

To further troubleshoot this issue, please refer to:
https://sea.fenlab.local:18080/Status

SOPHOS




PureMessage UNIX

* Lepsza ochrona przed spamem

©)

Mniej spamu, mniej fatszywych

alarmoéow

 Kompletna ochrona

©)

©)

Otwarta architektura
Personalizacja

Granularne polityki
Administracja oparta na profilach

Wsparcie trybu Multi-tenant

* Elastyczne skalowane wdrozenie

o

Wsparcie wielu platform

Klastrowanie serweréw

Zgodne z dowolnym rozwigzaniem SMTP
Integracja z LDAP

Wsparcie IPv6

DA PureMessage

Dashboard Policy

Policy : Rules

Manage

Policy Rules
Anti-Spam Options
Anti-Spam Rules
Anti-Virus Options
Test Current Policy
Test List/Map
Policy Repository

Backups Create

(no backups)

Lists New

Anti-spam opt-outs
Blacklisted hosts
Blacklisted senders

End Users

Internal hosts

IP Blocking Exception list
IP Blocking Inclusions list
Offensive words
Quarantine digest users
RPC Hosts

Suspect attachment names
Suspect attachment types
Trusted Relay IPs
Whitelisted hosts
Whitelisted senders

Log Reasons

manage...

Server Group Manager

Quarantine Reports Local Services

Q This configuration is shared: 0 subscriber(s)

= Mail from internal hosts
LO Check for mail containing viruses
L’ Allow unscannable messages to pass through
°:'—> Reject mail containing viruses
°'-f—> Mail from external hosts
L» Quarantine blocked IP addresses (Sophos Blocklist)
LO Check for mail containing viruses

L; Allow unscannable messages to pass through

Server Groups

or . : P
“~* Quarantine mail containing viruses

No tests in this rule, always match. add test

Execute actions and rules: add action addrule

Log the message with key/value pair

OAX]

Quarantine the message v

@A [X]

Stop processing v

94|

S save H@ Cancel H Copy Hé{, Cut HQ Delete ‘




Features & Capabilities

Email Appliances PureMessage for UNIX PureMessage for Exchange PureMessage for Domino
(Hardware/Virtual)
Deployment
Network Gateway or Mail Server Network Gateway Network Gateway Exchange Server/Cluster Domino Server/Cluster
Threat protection
Sophos Anti-virus o [s) o
Zero-day protection o =} o
Malicious URL blocking L ] o =] 5]
Spam protection
Sender Genotype Reputation Filtering | @ o o =3
Live Anti-spam ™ o [=] o
Data protection
Integrated policy-based SPX Encryption | @
Integrated TLS encryption ™ © Q o
Content filtering rules ™Y o o a
Offersive content blocking ™ fal s} [}
Content aware DLP o
SophosLabs managed DLP dictionaries | @
Management
Real-time dashboard © )
Policy based reporting o [s]
Support
Managed appliance service ]
247385 Support o s} s} o
Free updates/upgrades ™ o Q a
Advance replacement warranty 3years NA N/A N/A

SOPHOS
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Cel ataku
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Cel ataku

L lv'.lulv INT RN WA T D T LAWY LAWMIW T WNW ,\I\‘l \llsul TIRJLALn I Y wnlr.n, WEIANATT RN NSV l\l!

1st

Daniel Zukowski

VP Networking Business Unit Manager w Konsorcjum

FEN Sp.z0.0.
Poznan, Greater Poland District, Poland | Wholesale

Current Konsorcjum FEN Sp. z 0.0.
Previous Konsorcjum FEN Sp. z 0.0.
Education  Poznan University of Economics
421
CQF FD:I’:’FS
[ https:/pl.linkedin.com/in/daniel-zukowski-8141a518 Pl Contact Info

SOPHOS



Cel ataku

L lvyulv INT RN NARST T R T LAWY LAWMIW T WNW ,\I\‘l e sul TIRJLALn I Y wlllrll, WEIANATT RN NSV l\l!

1st

Daniel Zukowski

VP Networking Business Unit Manager w Konsorcjum

FEN Sp.z0.0.
Poznan, Greater Poland District, Poland | Wholesale

Current Konsorcjum FEN Sp. z 0.0.

Previous Konsorcjum FEN Sp. z0.0.
Education  Poznan University of Economics

421

[ https:/pl.linkedin.com/in/daniel-zukowski-8141a518 Pl Contact Info

SOPHOS



Przygotowanie putapki

CHGNG) fen.pl ")

N System B2B

rejestracja przypomnij hasto

Promocje Nowosci Przewodnik Integracja Ustugi O firmie Oferta Serwis Kontakt

Kategorie  Producenci uN n p 1 Szkolenia

Sieci (LAN/WAN/WLAN) FEN

wiecej
Telekomunikacja - VOIP ‘ Ser|a TVS-x82T

SOPHOS




Przygotowanie putapki

CHGNG) fen.pl =
¢ [ Reader (O]

O G

rejestracja przypomnij hasto

N System B2B

Promocje Nowosci Przewodnik Integracja




Dostarczenie przynety

® O 6 nowe promo na fen.pl

Send

[ Helvetica 2] (13:) (m) (B [Y])(EI=]

il
N/
=
-Q-i'-’

4
—/
N

4

4
—

To:  Daniel Zukowski

Cc:

Bcc:

Subject: ‘nowe promo na fen.pl

_v‘

Hej,

Widziales tego PDFa z lista nowych promocji?
Link

Pzdr,
tukasz Naumowicz Konsorcjum FEN Sp. z o0.0.
Technical Support Manager ul. Dgbrowskiego 273a, 60-406 Poznan
NIP 778-12-13-207
1G-eSIM+1286;160609,4,04772;4 Numer KRS 0000196881, SR w Poznaniu,

VIII Wydziat Gospodarczy KRS
Kapitat zaktadowy: 200.000 zt

SOPHOS




Uzbrojenie strony

[ﬁ]@] 2] | + | O fen.pk/promo.pdf

“q‘:l:—(ﬁ‘— o ¥ =l = \7

- = 30 SOPHOS
VIriveL 299 A d LI

| /\ ’ N System B2B

Promocje Nowosci Przewodnik Integracja

Kategorie Producenci




I”

Oczekiwanie na “ce

® OO0
[4 | > ] [{;}] [E] [I'_"’] [ + | €3 fen.pk/promo.pdf
[J] %% CCNAWitesss~> FEN Y OFFICE365Y SOPHOSY Endpoint¥ SGNY Mobile v

N System B2B

DDDDDD um

Promocje

www.fen.pk/promo.pdf

Kategorie




Wykorzystanie danych

SOPHOS



Co nowego w Sophos Email Appliance?

/ Sophos Sandstorm \

Ochrona przed szkodliwg zawartoscia

/ Sophos Time-Of-Click \

Protection

Ochrona uzytkownikéw przed atakami

w zatgcznikach

SOPHOS

Spear-Phishing




Czym jest Sophos Sandstorm?

Ochrona uzytkownikow przed szkodliwymi zatgcznikami email

* Zupetnie nowy mechanizm detekcji w portfolio Sophos

» System sanbox oparty na srodowisku chmurowym

* Ochrona przed atakami kierowanymi

* Wykrywa, powstrzymuje | odpowiada na nieznane zagrozenia
 Wymaga dodatkowej licencji

SOPHOS




Jak dziata Sophos Sandstorm?

@ Sophos Sandstorm

Cloud

Bl [k l
‘3] SoRHos = dgrTTIIIN NNy e [
‘R ARRREREE

Il &I
Il

SOPHOS




tatwo dostepne demo

Q Dashboard

Summary Statistics

O Configuration

Search 0

Mail Volume Today

&9 Reports ’ 0 System Status

Sender Genotype Test

Help

Message Volume Today

Blocked 0% 0
Invalid Recipient || 7% 2
Spam 0% 0
Virus 0% 0
DKIM 0% 0
SPF 0% 0
Other e 2
Total 28
Average Daily Message Volume
Per User All Users

Blocked 0 0
Invalid Recipient 0 1
Spam 0 0
Virus 0 0
DKIM 0 0
SPF 0 0
Other 0 16
Total 17
Quarantine and Mail Queue

Quarantine Capacity| 1.43% full
Quarantine Age ||} 3 days
Queued Messages 0 msgs
Delay Queue

Today 0% 0 msgs
Capacity 0% full
Messages 0 msgs

Enter an IP address for reputation lookup

tﬂ Blocked
12am 12pm 12am
System Console
Spam %
Delay Queue On L/ d2am 12 12an
Sandstorm off (%}
Viruses %
Virus & Spam Counts 2 i —
Dot e Mad S
Peak Lifetime Volume g
Blocked 000000 000000 A PN L S|
Spam 000000 ooooon o L) fn
Viruses oo0000 ooo0000 Delayed
Total 000053 0001489 Volume =
Mail Velocity
Sandstorm (Unlicensed)
0 0.0s
Sandstorm extends conventional security to enhance
targeted attack protection, visibility and analysis.
Sandstorm complements Sophos Email Appliance to
quickly and accurately detect, block and respond to
evasive threats using powerful Cloud-based next
generation Sandstorm technology.
0 10 0 10 To find out more click here

Messages‘hour Message Latency {sec) For a free Sandstorm trial click here




Proste wdrozenie

@ Dashboard o Configuration \0 Reports /,. Search 0 Help 0 System Status
Configuration Policy: Sandstorm
Accounts

ﬂ Use this page to enable/disable Sandstorm for threat analysis of Email messages. Also, you can view the list of messages analyzed by Sandstorm.
Policy

Threat Protection
Anti-Spam

Data Control
Additional Policy
Allow/Block Lists

Trial status

Enable Sandstorm

Trial expires at 2016/03/05 05:30:00

Sandstorm Monitoring « “ 1 |[s]] i

Fitering Options

Encryption

SMTP Authentication
SMTP Options

Date/Time Attachment Name Sender Status

System
Routing
Network

iﬂFiefre";ﬁ ‘

| Release |




Proste zarzgdzanie

G Dashboard

0 Configuration

\

o

Search

o Help

o System Status

Reports Mail Trends: Sandstorm Volume Parameters
Mail Trends 25 pratik sophos [10.200.9 |z|
Volume Period
Delayed Volume erio
Message Actions 20 Today IZI
Chart
15 @) Line
) Bar
o
= Data
10 Show data table
Performance M
Senders S
Recipients \
Policy Analysis 0 L
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00200 04200 05100 12100

Status 00:00 04:00  08:00 12:00

M clean 0 0 0 0
convicted 0 0 0 0

Total 0 0 0 0

2000

Q Dashboard

o Configuration “

Reports

,,' Search e

Q System Status

Configuration Policy: Sandstorm

Accounts o Use this page to enable/disable Sandstorm for threat analysis of Email messages. Also, you can view the list of messages analyzed by Sandstorm.
Policy

Threat Protection

Anti-Spam Trial status

Data Control
Additional Policy

Fittering Options
Encryption

SMTP Authentication
SMTP Options

System
Routing
Network

Enable Sandstorm

Date/Time
2016-02-04/20:02:29

Attachment Name

Convicted_100_seconds_wait.exe

Trial expires at 2016/03/05 05:30:00

Sandstorm Monitoring [« 1

Sender
vivek.yagnik@outiook.com

Status
Convicted

:7 Release || Refresh




Czym jest Sophos Time-of-Click Protection?

Ochrona uzytkownikéw przed atakami spear-phishing

e Sprawdzamy kazdy klik, za kazdym razem, w czasie rzeczywistym

* Ochrona przed ukrytymi, opéznionymi atakami

* Natychmiastowa ochrona na wszystkich urzagdzeniach, wewnatrz
i poza siecig firmowg

* Bez zaktdcania pracy uzytkownikow

e Szczegotowe raportowanie

* w ramach subskrycpcji Sandstorm

SOPHOS



Jak dziata Time-of-Click Protection?

fen.email appliance

@ Sophos SXL
Cloud
Determine URL Reputation

PTY

1T ¢ @ 'n

secosRRRROY ‘s

Na: | SOPHOS
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Licencjonowanie

SOPHOS
=5 030
=.... o A
: S.O'P.'-:?.S.......:!!!!!!!!!!!!:;'...::::11: : \/“’tL](’HL
- - Appliance

......................................

+

Email Protection Advanced
(subskrypcja na ilos¢ uzytkownikow)

+

Sophos Sandstorm
(subskrypcja na taka samg ilo$¢ uzytkownikow)
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How would you change it?

| suggest you ...
«— UTM (Formerly ASG) Feature Requests

5 time-of-click protection for email spear-phishing attack

t
o Many of today's threats, begin with a spear-phishing attack: a single,

[ Vote ’ carefully crafted email that tricks a recipient into clicking a link to download
malware or open a malicious attachments.

Handling this type of emails like proofpoint would be really nice to have in
UTM as email protection appliance. Handling is to actually replace links,
attachements so everything runs sandboxed if suspicious.

Anonymous shared this idea - April 12, 2015 - Flag idea as inappropriate...
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Szyfrowanie
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